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What is Artificial Intelligence (AI)? 



What is Artificial Intelligence (AI)? 



AI in everyday life 



DEEPFAKES = The dark side of AI 

WHAT? 

Artificial images, videos, sounds, text 

- Synthetic media 

 

HOW? 

AI tools and technologies – simple and easily accessible 

 

WHO?  

Cybercriminals 

Manipulators 

Pranksters 

 

WHY? 

To spread misinformation 

To influence people into believing something happened that didn’t 

To hurt people 

 

 



The purpose of deepfakes 

Credit: Norton 

Data breaches 

Hoaxes 

Phishing scams 

Identity theft 

Reputation 

smearing 

Celebrity 

pornography 

Election 

manipulation 

Automated 

disinformation attacks 

Social 

engineering 
Financial fraud Blackmail 

https://us.norton.com/internetsecurity-emerging-threats-how-to-spot-deepfakes.html


Seeing is no longer believing 

https://thispersondoesnotexist.com GAN - Generative Adversarial Network  

https://thispersondoesnotexist.com/


Seeing is no longer believing 



Watching is no longer believing 

A SIMPLE EXAMPLE 

https://fakeyou.com/w2l/result/WR:8mcwvtm6nntbbp410dvnbxrzp3p5m
https://fakeyou.com/w2l/result/WR:8mcwvtm6nntbbp410dvnbxrzp3p5m


Hearing is no longer believing 



Reading is no longer believing 



HOW TO SPOT DEEPFAKES 

Don’t blink 

Smile 

CREATING 

DEEPFAKES 
FIGHTING 

DEEPFAKES 



Which face is real? 

www.whichfaceisreal.com 

 

Water splotches 

Background problems 

Eyeglasses 

Asymmetries 

Hair 

Fluorescent bleed 

Teeth 

 

 

http://www.whichfaceisreal.com/


How to spot deepfake videos 

https://detectfakes.media.mit.edu/ 

 

https://detectfakes.media.mit.edu/


Quiz: Spot deepfakes 

www.spotdeepfakes .o rg  

http://www.spotdeepfakes.org/


How to teach students to spot deepfakes? 

Not everything is fake! 



Can we trust the media? 

Can we believe what we see, hear, read? 

Understand what AI is and how it operates.  
Raise awareness of the risks of AI. 

Develop a capacity to deal with ambiguity and 
use critical thinking to make judgements. 



A SET OF COMPETENCIES  
- access, have a critical 

understanding, evaluate, create, 

share and interact with information and 

media content in all formats 

- use various tools  in a critical, ethical 

and effective way 

- and make informed decisions. 
 

SOURCE: UNESCO 

Media and information literacy 

 



Teaching critical digital literacy 

 

This year’s eTwinning theme 

“Teaching Media Literacy and fighting Disinformation with eTwinning”  

 

Equip eTwinning teachers with digital skills 

INTEGRAL PART OF ETWINNING 



How can eTwinning help? 

If only 10% of eTwinning teachers educated 10 pupils each in 
media literacy – the reach would be 9 million pupils! 

Anne Gilleran, 2021 



Some practical activities for students 

(and teachers) 



Thank you! 
Arjana Blazic 

@abfromz 


